
EINSTEIN TUTOR KNOW YOUR CUSTOMER POLICY 
 
Know Your Customer Policy - Customer Identification 

Purpose 
 
This Know Your Customer Policy promotes an effective balance between information security 
practices and Einstein Tutors, Inc.’s business needs. Our customers, employees, and others rely on 
us to protect their information. An information security breach or cyber incident could severely 
damage our credibility. Security events can also cause loss of business and other harm to Einstein 
Tutors. Strong information security requires diligence by all workforce members, including 
employees, contractors, volunteers, and any others accessing or using our information assets. 
Einstein Tutors has established, documented, and maintained a written Know Your Customer 
Policy (KYC) as set forth in this subsection.  
 
Our Know Your Customer Policy procedures are as follows: 

Ø We will collect certain minimum customer identification information, as set forth below, 
from each customer who retains our services. 

Ø We will utilize risk-based measures to verify the identity of each customer who retains our 
services. 

Ø We will record customer identification information and the verification methods and results. 
Ø We will provide the required adequate KYC notice to customers that we will seek 

identification information to verify their identities. 
 
Required Customer Information 

i. Prior to rendering services, Einstein Tutors will collect the following information for all 
accounts, if applicable, for any person that is retaining our services. Such information shall 
be retrieved and/or accepted from government issued identifications or documents as set 
forth in subsection below for “Verifying Information”.   
(1) the legal name of the individual;  
(2) date of birth (for an individual);  
(3) an address, which will be a residential street address; 
(4) a backup address, which will be residential street address of next of kin or another 

contact individual; and 
(5) current contact information, consisted of an email and a phone number. 

 
 
Customers Who Refuse to Provide Information   

If a potential or existing customer either refuses to provide the information described above when 
requested, or appears to have intentionally provided misleading information, Einstein Tutors will 
deny service.  
 
Acceptable Identification for Verifying Information  



i. Based on the risk, and to the extent reasonable and practicable, we will ensure that we have 
a reasonable belief that we know the true identity of our customers by using risk-based 
procedures to verify and document the accuracy of the information we get about our 
customers. Einstein Tutors will analyze the information we obtain to determine whether 
the information is sufficient to form a reasonable belief that we know the true identity of 
the customer. 
 

ii. We will verify customer identity through documentary means, non-documentary means or 
both. We will use documents to verify customer identity when appropriate documents are 
available. 
 

iii. In verifying the information, we will consider whether the identifying information that we 
receive, such as the customer’s name, street address, zip code, telephone number, date of 
birth, allow us to determine that we have a reasonable belief that we know the true identity 
of the customer. 

 
iv. Appropriate documents for verifying the identity of customers include the following:  

 
Ø For an individual, an unexpired government-issued identification evidencing nationality or 

residence and bearing a photograph or similar safeguard, such as a driver’s license or 
passport; and  

Ø For an individual who currently attend a school as a student student, a student ID showing 
the school of attendance. 

Ø If there is a picture on the student ID, we will verify the picture on the government-issued 
ID matches with the picture on the student ID. 

Ø For an individual who retains us for assistance on financial aid applications, if a SSN is 
required, a physical or digitally scanned copy of the SSN shall be required to evidence the 
correct number of the SSN. 

 
v. We shall not require our staff to determine, beyond the knowledge of that of a prudent 

layperson, whether the document that the customer has provided to us for identity 
verification has been validly issued. We may rely on a government-issued identification as 
verification of a customer’s identity. If, however, we note that the document shows some 
obvious form of fraud, we must consider that factor in determining whether we can form a 
reasonable belief that we know the customer’s true identity. 

 
vi. We will use the following non-documentary methods of verifying identity: 

 
Ø Independently verifying the customer’s identity through the comparison of information 

provided by the customer with information obtained from public database or other source. 
 

vii. We will use non-documentary methods of verification when:  
Ø the customer is unable to present an unexpired government-issued identification document 

with a photograph or other similar safeguard;  
Ø there are other circumstances that increase the risk that the firm will be unable to verify the 

true identity of the customer through documentary means.   



 
viii. We will verify the information within a reasonable time before or after services have been 

purchased. Depending on the nature of the services being rendered, we may refuse to 
complete a transaction before we have verified the information. This may include, but not 
limited to, assistance with financial aid applications. 

 
 

ix. We will also take additional measures, as determined and established by Einstein Tutors 
from time to time, with appropriately documented Senior Management approval of such 
additional measures, that may be used to obtain information about the identity of the 
individuals associated with the customer when standard documentary methods prove to be 
insufficient. 

 
 
Lack of Verification 

 
i. When we cannot form a reasonable belief that we know the true identity of a customer, 

we will do the following:  
Ø Not initiate or continue services;  
Ø impose terms under which a customer may continue services while we attempt to verify 

the customer’s identity; and 
Ø discontinue services after attempts to verify customer’s identity fail. 

 


